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1o ensure...

Capacity

Confirm the hardware/software
technical specifications are

compatible with the OKCPS
infrastructure.

Ll

Alignment

Ensure your software request
aligns with Oklahoma
Academic Standards, OKCPS
Academic initiatives, and will
be implemented and
sustained for its intended
purpose.

Legal

Verity the adherence to all
state/federal laws and
regulations, OKCPS board
policies, and established
data privacy best practices.



Information Technology Governance

When is a Technology
Purchase Requisition Form
(TPR) necessary?
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* When requesting to purchase desktop & laptop
computers, touchscreen tablets, printers, projectors,
interactive flat panels, and digital content (software).

When to do a TPR
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* When requesting to purchase desktop & laptop
computers, touchscreen tablets, printers, projectors,
interactive flat panels, and digital content (software).

« ATPR is NOT required for accessories (keyboard,
mice, document cameras, power adapters,
headphones, etc.).

When to do a TPR

If you are not sure, simply reach out to the Director of
Client Services.
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Information Technology Governance

Why does all software have
to go through an approval
process?
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When using an online service provider for instructional
purposes, schools must accept responsibility for
transferring a large amount of student information to
the provider.

OKCPS must review all online providers to ensure that
proper privacy protections are met.
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If student privacy requirements are not met, the online

service could cause the school/district to be out of
compliance with federal regulations and privacy
standards.
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https://www.the74million.org/article/why-a-new-type-of-cyberattack-on-las-vegas-schools-should-worry-everyone/
https://www.govtech.com/education/k-12/henry-county-schools-start-fourth-week-without-internet
https://www.govtech.com/education/k-12/over-250-students-affected-by-hillsborough-county-data-breach
https://therecord.media/highline-public-schools-washington-state-cyberattack
https://www.k12dive.com/news/how-many-ransomware-attacks-schools-2023-comparitech/725753/
https://www.k12dive.com/news/NYC-public-schools-moveit-data-breach/654010/
https://www.k12dive.com/news/cyberattack-alabama-education-department/720961/
https://www.k12dive.com/news/ransomware-attacks-surge-69-across-global-education-sector/745153/
https://www.govtech.com/education/k-12/fall-river-public-schools-mass-hit-by-cyber-attack
https://www.k12dive.com/news/2021-record-year-education-data-breaches/647204/

K-12 Cybersecurity News OKCPS conﬁrms
ransomware cyber-attack

Illuminate Data Breach
Spreads to Fifth State as

Oklahoma City NOtiﬁeS Updated: May 14, 2019 / 08:45 PM CD1
Parents

By Kristal Kuykendall | 05/17/22 Guthrie Public Schools hit by ransomware attack

Share 0 o % K/\?E%/?Cb Updated: 6:19 PM CDT Sep 24, 2019

OKCPS student information system down after
‘denial of service' attack

Share o 0 % KNOE%/?% Updated: 6:30 PM CDT Sep 23, 2018

Critical Infrastructure Security, Network Security

Cyber attack disrupts Bartlesville school
systems in Oklahoma

NORMAN PUBLIC SCHOOLS FACING RANSOMWARE ATTACK

Norman Public Schools has asked parents to turn off all NPS issued electronic devices while they work to resolve a ransomware attack.

Friday, November 4th 2022, 6:20 pm
By: News 9

May 2, 2025

TULSA TECH HIT BY DATA BREACH

Tulsa Tech says someone stole data belonging to students who were enrolled in its classes between 1986 and 1999.

Thursday, September 1st 2022, 4:58 am
By: News On 6


https://www.koco.com/article/okcps-student-information-system-down-after-denial-of-service-attack/23389694
https://kfor.com/news/okcps-confirms-ransomware-cyber-attack/
https://thejournal.com/articles/2022/05/17/illuminate-data-breach-spreads-to-fifth-state-as-oklahoma-city-notifies-parents.aspx
https://www.newson6.com/story/63108358ff2538070b06b321/tulsa-tech-hit-by-data-breach-
https://www.koco.com/article/guthrie-public-schools-hit-by-ransomware-attack/29215468
https://www.news9.com/story/63656a8325f299070c729be1/norman-public-schools-facing-ransomware-attack
https://www.scworld.com/brief/cyber-attack-disrupts-bartlesville-school-systems-in-oklahoma

EXCLUSIVE

SECURITY

Children's data hacked after school software firm

missed basic security step, internal report says

An executive admitted during a meeting that a breached account had failed to use multi-factor authentication,
according to materials reviewed by NBC News.

“The hacker simply obtained a single employee’s password.”


https://www.nbcnews.com/tech/security/powerschool-hack-data-breach-protect-student-school-teacher-safe-rcna189029
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Approved Software

Trusted Apps Management Platform (Canvas):

This is THE LIST with specific details and information
about every program, both approved and not

approved. It is only accessible by OKCPS and not the
public.

' PRIME VENDOR

W PRIME VENDOR

W PRIME VENDOR

i PRIME VENDOR

A PRIME VENDOR

Canvas

v
Sort By

Rating
Legend

#  PRIMEVENDOR
OKCPS APPROVED
APPROVED LIMITED
REVIEWED

UNDER REVIEW
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https://okcps.instructure.com/users/108/external_tools/25810
https://okcps.instructure.com/users/108/external_tools/25810

Trusted Apps Management Approved Apps:

This is the public facing version of the Trusted Apps
Management Platform. It is a limited list with only the
fully approved programs and their privacy policies

PRIME VENDOR

PRIME VENDOR

Approved Software

PRIME VENDOR

PRIME VENDOR

PRIME VENDOR

OKCPS Data Privacy Website
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https://app.1edtech.org/embeddable/trustedApps/630
https://sites.google.com/okcps.org/okcps-data-privacy?usp=sharing

Approved Software

OKCPS Digital Learning Directory:

This is a list of programs currently scoped in Clever for
district use and is searchable by school.

g Oklahoma City Public Schools

Digital Learning Directory

I Filter by School... v ]

65‘[’?& 5-Star Students

STUDENTS

5-Star Students is a unique, web-based platform available to help educators and
administrators track and drive student involvement in school activities and events

l\” Active Classroom SSO

Active

Active Classroom is a digital textbook alternative for History/Social Studies teachers
in grades 4-12.

Clever

Q, Search district apps

M’ g\ Achieve

description here

u Adobe Express SSO-only

Set up Single Sign-On with Adobe Express (formerly Adobe Spark) to unlock the joy

of creativity for teachers and students in your district. Free to K12 schools, Adobe
Express empowers students of all grades to create graphics, posters, interactive...

OKCPS Data Privacy Website
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https://clever.com/digital-learning/okcps
https://sites.google.com/okcps.org/okcps-data-privacy?usp=sharing

Information Technology Governance

What do | need for a
Technology Purchase
Request?
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WHAT YOU WILL NEED:

Vendor & Product Details (unexpired quote)
Funding Source

Purchase Requisition Number (in K status)
Program Sponsor

Campus Information

PREPARATION

&
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PROGRAM SPONSOR
DETAILS

The OKCPS certified teacher or building

administrator responsible for the
implementation and monitoring of this

PROGRAM
content/program.

SPONSOR

‘m
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PROGRAM SPONSOR
DETAILS

PROGRAM

SPONSOR
This iIs NOT the vendor, an instructional

coach, or non-instructional OKCPS staff.
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CAMPUS INFORMATION

» Subject(s)
» Grade Bands
 Campus Indicators/KPI

* Priority Groups

CAMPUS * Demographics

INFORMATION

&

—

Oklahoma City

LLLLLLLLLLLLL




CAMPUS INFORMATION

Your site
administrator will
provide this
information.

CAMPUS

INFORMATION
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VENDOR and PRODUCT
DETAILS

 Product Name

» Valid (unexpired) Vendor Quote

VENDOR

INFORMATION
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QUOTE

INFORMATION

Avoid delays by ensuring your vendor quote meets the following criteria:

m Unexpired quote: In order to allow enough time to process your request,
your quote's expiration date should be no less than 30 days beyond the
date of TPR submission.

m Example: If you are submitting your request on July 29th, the quote

expiration date should be on or after August 29th.
m Start Dates: Subscription start dates cannot be prior to the date of the
purchase order.
m Recommendation: Start date should state: Upon Purchase Order
Receipt
m End Dates: All subscriptions must end on June 30th.
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If your quote does not meet these requirements,

STOP.

Contact the vendor and ask for a quote meeting all of the expected

criteria.

QUOTE

Do not submit your request until all criteria are met.

INFORMATION Submissions not meeting these requirements will be

CANCELLED.
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Remember:

Individual purchases between $10,000.01 and

$250,000.00 must obtain three (3) written quotes.
QUOTE

INFORMATION NOTE: You only need to include the quote you are using with your TPR.
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Contact Us

Need assistance with
your request or have
questions? We can
help!

L}/

PRS00

Content
Contact the appropriate
Academics Department

Rostering
Melisa Dubbs

Digital Procurement/Data Privacy

Neal Kellogqg

Purchasing and Chaos

Marti Sturm-Sawver

Client Services
Michael Willeford

Legal
OKCPS Leqal



https://www.okcps.org/site/Default.aspx?PageType=1&SiteID=4&ChannelID=91&DirectoryType=6
mailto:nakellogg@okcps.org
mailto:mwsturm-sawyer@okcps.org
mailto:mcwilleford@okcps.org
mailto:legal@okcps.org

